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. INTRODUCTION

Recentadvancesn electronicandcomputertechnolo-
gieshave pavedthe way for the proliferationof wireless
sensomnetworks (WSN). Sensometworksusuallyconsist
of a large number of ultra-small autonomousdevices.
Each device, called a sensornode, is battery powered
and equippedwith integrated sensors,data processing
capabilities,and short-rangeradio communicationsin
typical application scenarios,sensornodesare spread
randomlyover the deploymentregion underscrutiry and
collectsensoidata.Examplesof sensometwork projects
include SmartDusf1] and WINS [2].

Sensometworksarebeingdeployedfor awide variety
of applicationg3], including military sensingandtrack-
ing, ervironment monitoring, patient monitoring and
tracking,smartervironments gtc. Whensensometworks
aredeployedin a hostile environment,securitybecomes
extremelyimportant,asthey are proneto differenttypes
of malicious attacks. For example, an adwersary can
easilylistento thetraffic, impersonat®neof the network
nodespr intentionallyprovide misleadinginformationto
othernodes.To provide security communicationshould
be encryptedand authenticatedAn openresearctprob-
lem is how to bootstrapsecurecommunicationsamong
sensornodes,i.e. how to set up secretkeys among
communicatinghodes?

This key agreementproblem is a part of the key
management problem,which hasbeenwidely studiedin
generalnetwork ervironments.Thereare threetypes of
generalkey agreemenschemestrusted-sergr scheme,
self-enforcingscheme and key pre-distrilution scheme.
The trusted-server schemedependson a trustedsener
for key agreementbetweennodes,e.g., Kerberos[4].
This type of schemeis not suitablefor sensometworks
becausethere is usually no trusted infrastructurein
sensometworks. The self-enforcing schemedependon
asymmetriccryptography suchas key agreemenusing
public key certificates.However, limited computation
and enepgy resourcesof sensornodes often make it
undesirabldo usepublic key algorithms,suchas Diffie-

Hellman key agreemen{5] or RSA [6], as pointedout
in [7]. The third type of key agreemenschemeis key
pre-distribution, where key information is distributed
among all sensornodes prior to deployment. If we
know which nodesare more likely to stay in the same
neighborhoodeforedeployment,keys canbe decideda
priori. However, becauseof the randomnes®f the de-
ployment,knowing the setof neighborsdeterministically
might not be feasible.

Thereexist a numberof key pre-distritution schemes.
A naive solutionis to let all the nodescarry a master
secretkey. Any pair of nodescanusethis global master
secretkey to achiese key agreementand obtain a new
pairwise key. This schemedoes not exhibit desirable
network resilience: if one node is compromised,the
security of the entire sensornetwork will be compro-
mised.Someexisting studiessuggeststoring the master
key in tamperresistanthardwareto reducethe risk, but
this increaseshe costand enegy consumptionof each
sensorFurthermoretamperresistantiardwaremightnot
alwaysbe safe[8]. Anotherkey pre-distritution scheme
is to let eachsensorcarry N — 1 secretpairwise keys,
eachof whichis known only to this sensomndoneof the
other N — 1 sensorgassuming/ is the total numberof
sensors)Theresilienceof this schemds perfectbecause
compromising one node does not affect the security
of communicationsamong other nodes; however, this
schemeis impractical for sensorswith an extremely
limited amountof memory becauseN could be large.
Moreover, adding new nodesto a pre-&isting sensor
network is difficult becausethe existing nodesdo not
have the new nodes’keys.

1. A PAIRWISE KEY PRE-DISTRIBUTION SCHEME

We proposea new key pre-distritution scheme[9].
Our scheme builds on Blom’s key pre-distritution
scheme [10] and combines the random key pre-
distribution methodwith it. Our resultsshow thatthere-
silienceof our schemas substantiallybetterthanBlom’s
schemeas well as other random key pre-distritution



schemesin [10], Blom proposeda key pre-distritution

schemethat allows any pair of nodesto find a secret
pairwisekey betweenthem.Comparedo the (N — 1)-

pairwise-ley pre-distritution scheme,Blom’s scheme
only uses\ + 1 memory spaceswith A much smaller
than N. Thetradeof is that,unlike the (N —1)-pairwise-
key scheme,Blom’s schemeis not perfectly resilient
againstnode capture.Insteadit has the following A-

secureproperty: as long as an adversary compromises

less than or equal to A nodes, uncompromised nodes are

perfectly secure; when an adversary compromises more

than A nodes, all pairwise keys of the entire network are

compromised.

Thethreshold\ canbetreatedasa securityparameter
in that selectionof a larger A leadsto a more secure
network. This thresholdpropertyof Blom'’s schemds a
desirablefeaturebecausean adwersaryneedsto attacka
significant fraction of the network in orderto achieve
high payof. However, A also determinesthe amount
of memory to store key information, as increasing
leadsto highermemoryusage The goal of our scheme
is to increasenetwork’s resilienceagainstnode capture
without using more memory

Blom’s schemeusesone key spacefor all nodes
to make sure that ary pair can computeits pairwise
key in this key space.Motivated by the random key
pre-distritution schemespresentedin [11], [12], we
proposea new schemeusing multiple key spaces:we
first constructw spacesusingBlom'’s schemeandeach
sensornode carrieskey informationfrom r (2 < 7 <
w) randomly selectedkey spacesAccordingto Blom’s
scheme,if two nodescarry key information from a
common space,they can compute their pairwise key
from the information; whentwo nodesdo not carry key
informationfrom a commonspacethey canconductkey
agreementvia other nodeswhich sharepairwise keys
with them. Our analysishasshawn that using the same
amount of memory our new schemeis substantially
more resilient than Blom’s schemeand other key pre-
distribution schemes.

To further improve the resilience,we also develop a
two-hop-neighbokey pre-distritution schemeThe idea
is to let the direct neighborforward the messagdrom
a sender suchthat nodesthat are two hopsaway from
the sendercan alsoreceve the messageThe nodesthat
are two hops away are known as two-hop neighbors.
Treating two-hop neighborsas “direct” neighbors,the
numberof neighborsof eachsenderincreasedourfold.
The consequencés that the resiliencethresholdcan be
improved as well. Our resultsshown that under certain
conditions,the thresholdcan be improved to four times
asmuchasthat of our first scheme.

A. Main Results

The main contributions of this work are summarized
asfollows:

1) Our schemesubstantiallyimproved network re-
silience against node capture over existing
schemes.

2) We have conducteda thoroughtheoreticalanalysis
of security and communicationand computation
overheadanalysis.

Our schemehas a number of appealingproperties.
First, our schemeas scalableandflexible. For a network
that uses64-bit secretkeys, our schemeallows up to
N = 254 sensornodes. These nodes do not need
to be deplosed at the sametime; they can be added
later and still be able to establishsecretkeys with
existing nodes.Second,comparedto existing key pre-
distribution schemespur schemeis substantiallymore
resilientagainstnode capture.Our analysisand simula-
tion resultshave shovn, for example thatto compromise
10% of the securdinks in the network securedusingour
schemeanadwersaryhasto compromises timesasmary
nodesashe/shehasto compromisen a network secured
by Chan-Perrig-Songchemd12] or EschenaueGligor
scheme[11]. The comparisonwith thesetwo schemes
are depictedin Fig. 1. In the figure, ¢ = 1 refersto
the Eschenaue6ligor schemeand = 2, 3 refersto the
Chan-Perrig-Songcheme p representghe probability
of any two neighboringnodessharingat leastone space
(we alsocall p the local connectvity).

In additionto the securityanalysiswe have conducted
a thoroughoverheadanalysisto shov the efficiency of
our scheme.The communicationoverheadanalysishas
shavn that when the local connectiity is greaterthan
0.33, a node can almost (with very high probability)
reachits neighborwithin at most3 hops.For the compu-
tation overhead althoughour schemeinvolves modular
multiplications, we have shavn that the enegy costis
aboutthe sameas encryptinga messagef length 3200
bits using AES.

I11. KEY MANAGEMENT SCHEME USING

DEPLOYMENT KNOWLEDGE

None of the key pre-distritution schemesxploits the
node deployment knowledge, which, in practice,canbe
derived from the way that nodesare deployed. Let us
look at a deployment methodthat usesan airplaneto
deploy sensomodes.Thesensorarefirst pre-arrangedh
a sequencef smallergroups.Thesegroupsaredropped
out of theairplanesequentiallyasthe planeflies forward.
This is analogousto parachutingtroops or dropping
cago in a sequenceThe sensorgroupsthataredropped
next to eachother have a better chanceto be closeto
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Fig. 1. The Pairwise Key Pre-Distrilution Scheme

eachotheron the ground. This spatialrelation between
sensorsderived prior to deployment can be useful for

key pre-distritution. The goal of this paperis to shav

that knowledgeregardingthe actualnon-uniformsensor
deployment can help us improve the performanceof a

key pre-distritution scheme.

Knowing which sensorsare close to each other is
important to key pre-distritution. In sensornetworks,
long distance peerto-peer secure communicationbe-
tween sensornodesis rare and unnecessaryn mary
applications.The primary goal of securecommunica-
tion in wireless sensornetworks is to provide such
communicationsamong neighboringnodes. Therefore,
the most important knowledge that can benefita key-
predistrilution schemeis the knowledgeaboutwho can
be the neighbors of each sensor node. When we know
deterministically the neighborsof each node in the
network, the key pre-distritution becomestrivial: for
eachnoden, we just needto generatea pairwise key
betweenn and eachof its neighboringnodes,and save
thesekeysin n’smemory This guaranteethateachnode
canestablisha securechannelwith eachof its neighbors
after deployment.

However, becauseof the randomnes®f deployment,
it is unrealisticto know the exact set of neighborsof
eachnode, but knowing the set of possible neighbors
for each node is much more realistic. However, the
numberof possibleneighborscan be very large and it
may not be feasiblefor a sensorto storethe secretkeys
for eachpotentialneighbordue to memory limitations.
This problem can be solved using the randomkey pre-
distribution scheme[11], i.e., instead of guaranteeing
that arny two neighboring nodes can find a common
secretkey with 100% certainty we only guaranteethat

ary two neighboringnodescan find a common secret
key with a certain probability p. In this paper we
exploit deployment knowledgein the randomkey pre-
distribution schemd11], suchthatthe probability p can
be maximizedwhile the otherperformancenetrics(such
as securityand memoryusage)are not degraded.

Deploymentknowledgecan be modeledusing proba-
bility densityfunctions(pdfs). Whenthe pdf is uniform,
no information can be gainedon wherea nodeis more
likely to reside. All the existing key pre-distritution
schemesassumesuch a uniform distribution. In this
paper we look at a non-uniformpdf, the Normal (Gaus-
sian)distribution. Sincethis distribution is differentfrom
uniform distribution, it is equivalentto saying that we
know that a sensoris more likely to be deployed in
certainareasWe shav how this knowledgecanhelpim-
prove the randomkey pre-distrilution schemeproposed
by Eschenaueand Gligor in [11].

A. Main Results

The main contrikbutions of this work are summarized

in the following:

1) We modelnodedeploymentknowledgein a wire-
less sensor network, and develop a key pre-
distribution schemebasedon this model. This
is the first attempt at the use of deployment
knowledgewhile developinga key pre-distritution
scheme.

2) We shaw thatkey pre-distritution with deployment
knowledge can substantiallyimprove a network’s
connectity and resilienceagainstnode capture,
and reducethe amountof memoryrequired.

The results and comparisonwith existing key pre-

distribution schemesare depictedin Fig. 2 (“Basic”
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Fig. 2. Key Pre-distrilution Using Deployment Knowledge

refersto the Eschenaue6ligor scheme;*q = 1,2,3”
refers to the Chan-Perrig-Songscheme).The figures
showv that our schemesubstantially lowers the frac-

tion
com
depl

of compromisedcommunicationafter z nodesare
promisedSuchan improvementis attributed to the
o/mentknowledge,which enablesus to reducethe

numberof unnecessarkeys carriedby eachsensomnode.
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IV. FUTURE WORK

our future work, we will focuson the following:

we will investigate how much the deployment
knowledge can improve the g-compositerandom
key pre-distritution schemethe pairwisekey pre-
distribution schemeproposedby Chan,Perrig,and
Song[12], and our Blom scheme-baseley pre-
distribution schem¢{9].

We will study the resilience situation when the
adwersariesare limited in a local area.

Other deployment strat@yies and associatedlistri-
butionswill alsobe considered.

REFERENCES

J. M. Kahn, R. H. Katz, and K. S. J. Pister “Next century
challengesMobile networking for smartdust; in Proceedings
of the 5th Annual ACM/IEEE Internation Conference on Mobile
Computing and Networking (MobiCom), 1999, pp. 483—-492.
WirelessIntegratedNetwork SensorslUniversity of California,
Available: http://wwwjanet.ucla.edu/WINS.

I. F. Akyildiz, W. Su, Y. Sankarasubramaniarand E. Cayirci,
“A suney on sensometworks; |EEE Communications Maga-
zine, vol. 40, no. 8, pp. 102-114,August2002.

B. C. NeumanandT. Tso,“K erberosAn authenticatiorservice
for computemetworks; |[EEE Communications, vol. 32, no. 9,
pp. 33—-38,Septemben 994.

W. Diffie andM. E. Hellman,“New directionsin cryptography
IEEE Transactions on Information Theory, vol. 22, pp. 644—
654, November1976.

(6]

(7]

(8]

9]

[10]

[11]

[12]

R. L. Rivest, A. Shamir and L. M. Adleman, “A method
for obtainingdigital signaturesand public-key cryptosystems,
Communications of the ACM, vol. 21, no. 2, pp. 120-126,1978.
A. Perrig, R. Szavczyk, V. Wen, D. Cullar, and J. D. Tygar,

“Spins: Securityprotocolsfor sensometworks; in Proceedings

of the 7th Annual ACM/IEEE Internation Conference on Mobile

Computing and Networking (MobiCom), Rome,ltaly, July 2001,
pp- 189-199.

R. Andersonand M. Kuhn, “Tamperresistance a cautionary
note] in Proceedings of the Second Usenix Workshop on

Electronic Commerce, November1996, pp. 1-11.

W. Du, J. Deng, Y. S. Han,and P. K. Varshng, “A pairwise
key pre-distrilution schemefor wirelesssensornetworks; in

Proceedings of the 10th ACM conference on Computer and

communications security, October2003.

R. Blom, “An optimal classof symmetrickey generationsys-
tems, Advances in Cryptology: Proceedings of EUROCRYPT

84 (Thomas Beth, Norbert Cot, and Ingemar Ingemarsson,

eds.), Lecture Notes in Computer Science, Springer-Verlag, vol.

209, pp. 335-338,1985.

L. EschenaueandV. D. Gligor, “A key-managemenscheme
for distributed sensornetworks; in Proceedings of the 9th

ACM conference on Computer and communications security,

November2002.

H. Chan,A. Perrig,andD. Song,"Randomkey predistritution
schemedor sensometworks; in IEEE Symposium on Security
and Privacy, Berkelgy, California, May 11-14 2003, pp. 197—
213.



