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I . INTRODUCTION

Recentadvancesin electronicandcomputertechnolo-
gieshave paved theway for theproliferationof wireless
sensornetworks(WSN).Sensornetworksusuallyconsist
of a large number of ultra-small autonomousdevices.
Each device, called a sensornode, is battery powered
and equippedwith integrated sensors,data processing
capabilities,and short-rangeradio communications.In
typical application scenarios,sensornodesare spread
randomlyover thedeploymentregion underscrutiny and
collectsensordata.Examplesof sensornetwork projects
includeSmartDust[1] andWINS [2].

Sensornetworksarebeingdeployedfor a wide variety
of applications[3], includingmilitary sensingandtrack-
ing, environment monitoring, patient monitoring and
tracking,smartenvironments,etc.Whensensornetworks
aredeployed in a hostileenvironment,securitybecomes
extremelyimportant,asthey areproneto differenttypes
of malicious attacks. For example, an adversary can
easilylistento thetraffic, impersonateoneof thenetwork
nodes,or intentionallyprovidemisleadinginformationto
othernodes.To provide security, communicationshould
be encryptedandauthenticated.An openresearchprob-
lem is how to bootstrapsecurecommunicationsamong
sensornodes, i.e. how to set up secret keys among
communicatingnodes?

This key agreementproblem is a part of the key
management problem,which hasbeenwidely studiedin
generalnetwork environments.Thereare threetypesof
generalkey agreementschemes:trusted-server scheme,
self-enforcingscheme,andkey pre-distribution scheme.
The trusted-server schemedependson a trustedserver
for key agreementbetweennodes,e.g., Kerberos[4].
This type of schemeis not suitablefor sensornetworks
becausethere is usually no trusted infrastructure in
sensornetworks. The self-enforcing schemedependson
asymmetriccryptography, suchas key agreementusing
public key certificates.However, limited computation
and energy resourcesof sensornodes often make it
undesirableto usepublic key algorithms,suchasDiffie-

Hellman key agreement[5] or RSA [6], as pointedout
in [7]. The third type of key agreementschemeis key
pre-distribution, where key information is distributed
among all sensor nodes prior to deployment. If we
know which nodesare more likely to stay in the same
neighborhoodbeforedeployment,keys canbedecideda
priori. However, becauseof the randomnessof the de-
ployment,knowing thesetof neighborsdeterministically
might not be feasible.

Thereexist a numberof key pre-distribution schemes.
A naive solution is to let all the nodescarry a master
secretkey. Any pair of nodescanusethis global master
secretkey to achieve key agreementand obtain a new
pairwise key. This schemedoes not exhibit desirable
network resilience: if one node is compromised,the
security of the entire sensornetwork will be compro-
mised.Someexisting studiessuggeststoring the master
key in tamper-resistanthardware to reducethe risk, but
this increasesthe cost and energy consumptionof each
sensor. Furthermore,tamper-resistanthardwaremightnot
alwaysbe safe[8]. Anotherkey pre-distribution scheme
is to let eachsensorcarry ����� secretpairwisekeys,
eachof which is known only to this sensorandoneof the
other ����� sensors(assuming� is the total numberof
sensors).Theresilienceof this schemeis perfectbecause
compromisingone node does not affect the security
of communicationsamong other nodes;however, this
schemeis impractical for sensorswith an extremely
limited amountof memory because� could be large.
Moreover, adding new nodesto a pre-existing sensor
network is difficult becausethe existing nodesdo not
have the new nodes’keys.

I I . A PAIRWISE KEY PRE-DISTRIBUTION SCHEME

We proposea new key pre-distribution scheme[9].
Our scheme builds on Blom’s key pre-distribution
scheme [10] and combines the random key pre-
distribution methodwith it. Our resultsshow that the re-
silienceof our schemeis substantiallybetterthanBlom’s
schemeas well as other random key pre-distribution
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schemes.In [10], Blom proposeda key pre-distribution
schemethat allows any pair of nodesto find a secret
pairwisekey betweenthem.Comparedto the 	
������
 -
pairwise-key pre-distribution scheme,Blom’s scheme
only uses ����� memory spaceswith � much smaller
than � . Thetradeoff is that,unlike the 	
������
 -pairwise-
key scheme,Blom’s schemeis not perfectly resilient
againstnode capture. Instead it has the following � -
secureproperty: as long as an adversary compromises
less than or equal to � nodes, uncompromised nodes are
perfectly secure; when an adversary compromises more
than � nodes, all pairwise keys of the entire network are
compromised.

Thethreshold� canbetreatedasa securityparameter
in that selectionof a larger � leads to a more secure
network. This thresholdpropertyof Blom’s schemeis a
desirablefeaturebecausean adversaryneedsto attacka
significant fraction of the network in order to achieve
high payoff. However, � also determinesthe amount
of memory to store key information, as increasing �
leadsto highermemoryusage.The goal of our scheme
is to increasenetwork’s resilienceagainstnodecapture
without usingmorememory.

Blom’s schemeuses one key space for all nodes
to make sure that any pair can compute its pairwise
key in this key space.Motivated by the random key
pre-distribution schemespresentedin [11], [12], we
proposea new schemeusing multiple key spaces:we
first construct� spacesusingBlom’s scheme,andeach
sensornode carrieskey information from � ( �������
� ) randomlyselectedkey spaces.According to Blom’s
scheme,if two nodes carry key information from a
common space,they can compute their pairwise key
from the information;whentwo nodesdo not carry key
informationfrom a commonspace,they canconductkey
agreementvia other nodeswhich sharepairwise keys
with them.Our analysishasshown that using the same
amount of memory, our new schemeis substantially
more resilient than Blom’s schemeand other key pre-
distribution schemes.

To further improve the resilience,we also develop a
two-hop-neighborkey pre-distribution scheme.The idea
is to let the direct neighborforward the messagefrom
a sender, suchthat nodesthat are two hopsaway from
the sendercanalsoreceive the message.The nodesthat
are two hops away are known as two-hop neighbors.
Treating two-hop neighborsas “direct” neighbors,the
numberof neighborsof eachsenderincreasesfourfold.
The consequenceis that the resiliencethresholdcan be
improved as well. Our resultsshow that under certain
conditions,the thresholdcanbe improved to four times
asmuchas that of our first scheme.

A. Main Results

The main contributions of this work are summarized
as follows:

1) Our schemesubstantially improved network re-
silience against node capture over existing
schemes.

2) We have conducteda thoroughtheoreticalanalysis
of security, and communicationand computation
overheadanalysis.

Our schemehas a number of appealingproperties.
First, our schemeis scalableandflexible. For a network
that uses64-bit secretkeys, our schemeallows up to
� � ��� � sensor nodes. These nodes do not need
to be deployed at the sametime; they can be added
later, and still be able to establishsecret keys with
existing nodes.Second,comparedto existing key pre-
distribution schemes,our schemeis substantiallymore
resilientagainstnodecapture.Our analysisandsimula-
tion resultshaveshown, for example,thatto compromise
�"!$# of thesecurelinks in thenetwork securedusingour
scheme,anadversaryhasto compromise5 timesasmany
nodesashe/shehasto compromisein a network secured
by Chan-Perrig-Songscheme[12] or Eschenauer-Gligor
scheme[11]. The comparisonwith thesetwo schemes
are depictedin Fig. 1. In the figure, %&�'� refers to
the Eschenauer-Gligor schemeand �(�*),+ refers to the
Chan-Perrig-Songscheme,- representsthe probability
of any two neighboringnodessharingat leastonespace
(we alsocall - the local connectivity).

In additionto thesecurityanalysis,wehaveconducted
a thoroughoverheadanalysisto show the efficiency of
our scheme.The communicationoverheadanalysishas
shown that when the local connectivity is greaterthan
!/.0+1+ , a node can almost (with very high probability)
reachits neighborwithin at most3 hops.For thecompu-
tation overhead,althoughour schemeinvolves modular
multiplications,we have shown that the energy cost is
aboutthe sameasencryptinga messageof length +1��!1!
bits usingAES.

II I . KEY MANAGEMENT SCHEME USING

DEPLOYMENT KNOWLEDGE

Noneof the key pre-distribution schemesexploits the
node deployment knowledge, which, in practice,can be
derived from the way that nodesare deployed. Let us
look at a deployment methodthat usesan airplane to
deploy sensornodes.Thesensorsarefirst pre-arrangedin
a sequenceof smallergroups.Thesegroupsaredropped
outof theairplanesequentiallyastheplaneflies forward.
This is analogousto parachutingtroops or dropping
cargo in a sequence.Thesensorgroupsthataredropped
next to eachother have a better chanceto be close to
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Fig. 1. The PairwiseKey Pre-Distribution Scheme

eachother on the ground.This spatialrelation between
sensorsderived prior to deployment can be useful for
key pre-distribution. The goal of this paperis to show
that knowledgeregardingthe actualnon-uniformsensor
deployment can help us improve the performanceof a
key pre-distribution scheme.

Knowing which sensorsare close to each other is
important to key pre-distribution. In sensornetworks,
long distance peer-to-peer secure communicationbe-
tween sensornodes is rare and unnecessaryin many
applications.The primary goal of securecommunica-
tion in wireless sensor networks is to provide such
communicationsamong neighboringnodes.Therefore,
the most important knowledge that can benefit a key-
predistribution schemeis the knowledgeaboutwho can
be the neighbors of each sensor node. When we know
deterministically the neighbors of each node in the
network, the key pre-distribution becomestrivial: for
eachnode = , we just needto generatea pairwise key
between= and eachof its neighboringnodes,and save
thesekeys in = ’smemory. Thisguaranteesthateachnode
canestablisha securechannelwith eachof its neighbors
after deployment.

However, becauseof the randomnessof deployment,
it is unrealistic to know the exact set of neighborsof
eachnode, but knowing the set of possible neighbors
for each node is much more realistic. However, the
numberof possibleneighborscan be very large and it
may not be feasiblefor a sensorto storethe secretkeys
for eachpotentialneighbordue to memory limitations.
This problemcan be solved using the randomkey pre-
distribution scheme[11], i.e., insteadof guaranteeing
that any two neighboring nodes can find a common
secretkey with �"!1!$# certainty, we only guaranteethat

any two neighboringnodescan find a commonsecret
key with a certain probability - . In this paper, we
exploit deployment knowledge in the randomkey pre-
distribution scheme[11], suchthat the probability - can
bemaximizedwhile theotherperformancemetrics(such
assecurityandmemoryusage)arenot degraded.

Deploymentknowledgecanbe modeledusingproba-
bility densityfunctions(pdfs).Whenthe pdf is uniform,
no information can be gainedon wherea nodeis more
likely to reside. All the existing key pre-distribution
schemesassumesuch a uniform distribution. In this
paper, we look at a non-uniformpdf, the Normal (Gaus-
sian)distribution.Sincethis distribution is differentfrom
uniform distribution, it is equivalent to saying that we
know that a sensoris more likely to be deployed in
certainareas.We show how this knowledgecanhelpim-
prove the randomkey pre-distribution schemeproposed
by EschenauerandGligor in [11].

A. Main Results

The main contributions of this work are summarized
in the following:

1) We modelnodedeploymentknowledgein a wire-
less sensor network, and develop a key pre-
distribution schemebased on this model. This
is the first attempt at the use of deployment
knowledgewhile developinga key pre-distribution
scheme.

2) Weshow thatkey pre-distribution with deployment
knowledgecan substantiallyimprove a network’s
connectivity and resilienceagainstnode capture,
andreducethe amountof memoryrequired.

The results and comparisonwith existing key pre-
distribution schemesare depicted in Fig. 2 (“Basic”
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Fig. 2. Key Pre-distribution Using Deployment Knowledge

refers to the Eschenauer-Gligor scheme;“ %@�A��),�*),+ ”
refers to the Chan-Perrig-Songscheme).The figures
show that our schemesubstantially lowers the frac-
tion of compromisedcommunicationafter B nodesare
compromised.Suchan improvementis attributed to the
deploymentknowledge,which enablesus to reducethe
numberof unnecessarykeyscarriedby eachsensornode.

IV. FUTURE WORK

In our future work, we will focuson the following:
1) we will investigate how much the deployment

knowledge can improve the % -compositerandom
key pre-distribution scheme,the pairwisekey pre-
distribution schemeproposedby Chan,Perrig,and
Song [12], and our Blom scheme-basedkey pre-
distribution scheme[9].

2) We will study the resiliencesituation when the
adversariesare limited in a local area.

3) Otherdeploymentstrategiesandassociateddistri-
butionswill alsobe considered.
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