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PolygonalBroadcastfor SensorNetworks
(ExtendedAbstract)

ShlomiDolev TedHerman Limor Lahiani

Abstract— This work considers communication among
sensorsthat are spread in a geographicregion. Each sen-
sor is a computing device with severe resourceslimitations,
low power, slow processingand small memory. The de-
vicesare distrib uted (uniformly) in the geographicregion.
In this work we presentself-stabilizing broadcast,flooding
and senseof dir ectionproceduresthat fit the specialcharac-
teristics of the system. Imaginary polygonstilings are pre-
sentedas a general schemefor supporting communication
in sensornetworks. The broadcastproceduresare usedby
a sensorfor distrib uting secretsthat activate the sensorssi-
multaneouslyat a particular time without revealing the na-
tur eof the upcomingactivity.

I . INTRODUCTION

Thereis agreatinterestandattentionof industryandre-
searchcommunitiesin thecapabilitiesof smallcomputing
devices,calledsensors, thatusewirelesscommunication
amongthemselves[1], [7]. Theapplicationsfor suchde-
vicesin creatingaglobalcomputingenvironment[6] may
changeourview on computersandcomputing.

Thenew specialsettingsof suchsystemsrequirecare-
ful examination,and rethinkingconcerningthe method-
ologiesand technologiesusedfor coordination. Energy
limitation is aconcernin sensornetworks.Messagetrans-
missionis much more expensive, in energy terms,than
messagereceiving. Moreover, energy requiredfor trans-
missioncan grow more than quadraticallywith the dis-
tanceimposinglocality of transmission[8]. Onewould
liketobroadcastamessagewhileensuringthatmostof the
sensors will not haveto transmitmessages. In a sense,a
backboneof thenetwork shouldbeconstructed,suchthat
localbroadcastsof someradius� of thebackbonesensors
�
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will ensureglobal coverageof the geographicregion in
which the sensorsarelocated. The geographiccoverage
requirementis a consequenceof the possibility for hav-
ing passive sensorsthat only receive messages(perhaps
in a modeusedto harvest more energy) suchthat other
sensorsarenot awareof their existence. Moreover, the
backbonemaynot bea fixedback-bone,but could bean
ad-hocdefinedback-bonefor eachparticularbroadcast.
Theexistenceof severalback-bones,spannedby different
setof representative sensors,distributestheenergy usage
in abalancedfashionamongthesensors.

Wepresentseveralschemesbasedonimaginary(or vir-
tual)partitionof theplaneinto (all possible)regularpoly-
gons: triangles,squaresand hexagons;we call this an
imaginarytiling becausenopermanenttiling or clustering
of the sensorsis established.Eachpolygon in the tiling
hasa representative sensorwho is responsiblefor local-
broadcastingthemessageto all thesensorsin its polygon
region, therepresentative canbeelectedaccordingto dif-
ferentparameterssuchas,its relative locationin thepoly-
gon, the maximumavailablepower, the minimum trans-
mitting energy, etc. The polygonsrepresentatives form
thead-hocback-bone,they aretheonly transmittingsen-
sorsof a broadcast/flood,while all theothersarereceiv-
ing. Theschemeabstractsthespecifictransmissionradius
of the devices,by allowing the lengthof a polygonedge
to beaparameter.

Our broadcastschemesare extendedto the casein
which the sensorsarenot uniformly distributed. We use
polygonalfloodingin orderto copewith emptyor hardly
populatedareas.Thepolygonalfloodingrequires(anad-
ditional constantfactor)more transmissionsandstorage
of arriving messagesin the sensorsmemory. Then we
turn to the casesin which only portionsof the network
shouldbe notified by presentingpolygonal local broad-
castandpolygonallocal flooding.We show thatit is pos-
sibleto sendamessageto aparticulargeographicrelative
location. Thecombinationof polygonalsendandpolyg-
onal local broadcast/floodingenablesa remotebroadcast
to a particularregion. We alsodemonstratethe way the
imaginarytiling canbeusedto providesenseof direction.
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Senseof directionis usefulin many applications;for in-
stance,sensorscoulddirectanaudienceto building exits.
Our senseof direction schemesare basedon polygonal
(backbone)flooding.

At lastwe examinea specificapplicationof thepolyg-
onal broadcast/floodingschemes.Namely, we studythe
casein which an initiator would like to activate the sen-
sorssimultaneouslyandsecurely. An adversarythat can
observe the entireactivity of every sensorincluding the
initiator (see,e.g., [3] for similar settings),immediately
aftertheinitiator startsthebroadcastanduntil thesensors
areactuallyactivated. In otherwords,we would like the
sensorsnot to know whatis thecommand(or if thereis a
commandat all) in thearriving message.

To achieve theabove we proposeto usepuzzlesin the
form of public key, transmittedby a satellite,usedby the
initiator to encryptthe command(the commanddecided
uponsensing-an-event/user-request, is immediatelyelim-
inatedfrom the initiator memory).Thenthecommandis
broadcastwith the time the puzzlewill be solved by the
satellite.Thecommandis decryptedandexecutedsimul-
taneously, succeedingto copewith the inherentinforma-
tion flood initiator-receiversdelay. Our sensoractivation
schemesusesunidirectionalcommunicationfrom a satel-
lite. Thesensorsarenotcapableof transmittingmessages
to thesatellite,thereforethesatelliteservesasa oneway
oraclethatsuppliespuzzlesandlaterthesolutions.In ad-
dition, we allow thecommanditself to beencryptedby a
(time)puzzle,in awaythatapredefinedperiodof compu-
tationtimewill berequiredby thesensorsfor decryption.
In thiswaytheend-to-enddelaywill beeliminatedby the
first (unidirectionalsatellite)scheme,while the flexibil-
ity in activation time will be tunedandcontrolledby the
(sensorthatis the)commandinitiator.

Related work and our contribution: We are the first
to present(imaginary) polygonal broadcast,where no
(global) locationinformationis a must.Thereareseveral
broadcast,floodingandmessagetransmissionschemesfor
sensornetworkse.g.,[1], [2], [7], [12]. Most schemesare
basedonflood,andthereforerequirethatmostof thesen-
sorsor even all of thesensorswill actively participatein
sendingmessages,which in turn usesa large amountof
energy for eachbroadcast/flood.

Senseof directionin communicationnetworksis anim-
portantparadigmthat is extensively studied(e.g., [10]).
We show ways to achieve this important task in sensor
networksusingtheimaginarytiling.

Self-stabilization [5], using time initializing where
timersresetflagsandthusinitiate thesystem,is suggested

to make thesystemfault tolerant.Roughlyspeaking,the
sensorschangestateto an initial statefollowing a prede-
finedperiodof timein whichno(communication)activity
is detected.Thus,thesystemreachesa predefinedinitial
global statein which new (communication)activities are
handledcorrectly. In thecaseonewould like afixed(i.g.,
senseof direction)outputafloating(direction)outputcan
berewritten aftereachrepeatedcomputation(see[5] sec-
tion 2.8). Thus, from every (possiblycorrupted)initial
configurationthesystemeventuallyrecomputethe(direc-
tion) output and every subsequencecomputationresults
with the sameoutput, thereforethe output is eventually
fixedandcorrect.

Thereareseveral criteria to choosethe specifictiling,
theoverheadtheof transmission,theefficiency of thein-
polygonbroadcast(is it similarto acircle),thewaybroad-
castpropagates(say in relation to a breadthfirst search
broadcast),andthenext hopcoordinatescalculations.Our
study shows that hexagonsand squarestiling are better
thantrianglestiling for many of theabove aspects.Hier-
archicalimaginarypolygonaltiling structureis naturally
defined,tuningthetransmissionradiususinganapproach
similar to the oneusedfor topology control. Finally, we
notethat our schemescanbe easilyextendedto thecase
of threedimensionsinsteadof a two dimensionplane.

I I . POLYGONAL BROADCAST AND FLOODING

Weproposeschemesfor broadcastinginformation.We
try to minimize the transport overheaddefinedby the
numberof bits usedto implementa headerof thepolygo-
nal transportlayer. Thepolygonaltransportlayer is de-
finedby meansof polygonsratherthansensors,while the
data link concernsincludecommunicationbetweenpar-
ticular (possibly polygon representatives) sensors. We
presentseveral examplesin the sequelthat clarify the
transportoverheadnotion.

The initiator location definesthe centerof a regular
polygonsuchastriangle,squareor hexagon. The imag-
inary tiling is then inferred from the initiator’s polygon
(and the arbitrary orientationof the initiator’s polygon
chosenby the initiator). The initiator doesnot needto
calculatethecoordinatesof thetiling; it only needsto use
someconvention amongsensorsconcerningthe type of
polygonusedandthelengthof thepolygon’s edge.In our
schemestheinitiator sendsthemessageto arepresentative
of neighboringpolygons(to simplify thepresentation,we
supposea sensoris at the centerof eachpolygon,how-
ever in implementationasensorelsewherein thepolygon
simulatestheactionsof thecenter).The (relative) direc-
tion from which a broadcastarrivesandadditionalbit(s)
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of broadcastinformation control the behavior at the re-
ceiving polygon.Formally:

DefinitionII.1: A polygonalbroadcastscheme � is a
tuple ���	��
���
�� , where 
 is the algorithm of the initia-
tor that specifiesto the broadcastinitiator how to initi-
atea broadcast,meaning,to which neighboringpolygon
it shouldsendmessagesand what shouldbe the broad-
castbit(s) (transportoverhead)attachedto eachof these
messages;
 specifiesto eachsensorhow to forwardare-
ceivedmessageaccordingto thebroadcastbit(s) attached
to it, meaning,to which neighboringpolygonsit should
forwardthemessageandwhatarethebroadcastbit(s) that
shouldbeattachedto thatmessagein orderto reacheach
polygonrepresentative exactlyonce.

Note that thebroadcastschemeconsidersthe informa-
tion (data)thatshouldbebroadcastasablack-boxthatac-
companieseachmessagethatis sent(andhencereceived)
by a sensor(thus,the additionalbits canbe viewed asa
polygonaltransportlayerheader[11]).

Onepotentialapplicationof a broadcastis to establish
globalorientation,establisha coordinatesystem,or carry
local informationto correctcoordinatevalues.

Thebroadcastschemespresentedin Figures1, 2, 3 and
4 minimize the numberof transmittingsensorsand the
transportoverheaddefinedby the numberof bits used
to implementa headerof the polygonaltransport layer
(definedby meansof polygonsratherthan sensors).In
the caseof squareor hexagontiling, only onebit trans-
port overheadis requiredfor implementingthebroadcast
scheme,two bitsarerequiredin thecaseof triangletiling.

In caseof irregular distribution a flood is used,Figure
5 demonstratesa flood in a squaretiling. More details,
includingimpossibilityresultsfor moreefficientschemes,
canbefoundin [4].
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Fig. 1. One-bitbroadcastschemefor squaretiling

I I I . SENSE OF DIRECTION

Senseof directionto several locationscanbeachieved
by flooding thesystemasproposedin SectionII leaving
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Fig. 2. One-bitbroadcastschemefor hexagontiling
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Fig. 3. Two-bitsbroadcastschemefor trianglestiling
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Fig. 4. Improvedbroadcastschemefor trianglestiling

a pointerto thedirectionin which thefirst flood message
arrivedto every polygon.It canbeusefulfor dataqueries
[2]. A queryinitiator floodsthesystemwith aqueryanda
sensorwho hasdatarelevant to thatquery, sendsit along
thepathto thefloodinitiator onthefastestpathdefinedby
theflood-tree.

Anotherapplicationbasedonsenseof directionis find-
ing a pathto thenearestemergency exit in caseof fire (or
any otheremergency event). In thatcase,we assumethat
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A desertedsquare

Fig. 5. Nondeterministicflood for squaretiling

thefastestpathfrom eachsensorto any emergency exit ���
definesshortest(minimal distance)pathto thatexit. This
applicationrequiresevery flood messageto be uniquely
identified,so that every sensorwould be ableto identify
flood messagesfrom differentemergency exits.

An emergency exit sensor����� , representingan emer-
gency exit ��� initiatesa flood, theindependentflood-trees
aremaintainedby differentpointers��� eachpointsto the
directionin which thefirst flood messageinitiatedby � ���
arrived. Notethatfloodsfrom differentexits maystartat
differenttimes,thusweproposeto usethetimedifference
betweentheflood initialization andtheflood arrival asa
criteria for choosingthedirectionto theclosestexit. � �
denotesthetime it took theflood messageto arrive since
it wassentby theflood initiator � ��� . Theflood messages
carriestheflood initialization time (or theamountof time
elapsedsincethe flood initialization), thus every sensor
recordstheshortesttime requiredto reacheachexit, later
arriving messagesfrom thisexit areeliminated,asdefined
by the flood schemes. Note that we assumethat there
exists an averagetime for forwardinga messagefrom a
polygonto its neighbor, andthevariancein thetransmis-
sion time (say, dueto retransmissions)is canceledalong
the messagepath. The path from sensor��� to the near-
estemergency exit is definedby thepointers � � with the
minimal ��� value. We notethat the time decreasesin a
traversaldefinedby the ��� of the sensors,and thus the
closestexit is reached.

IV. SECRET MATURITY AND SENSOR ACTIVATION

Oneof themainissuesin sensornetworksis the(simul-
taneous)activation of thesensors.We proposea scheme
that activatesthe sensorin a secureway. The main idea

is to flood the systemwith triggering information (en-
crypted)anduseclock synchronizationor satellitesignal
to activate the sensors.Secretmaturity canbe achieved
by enforcingcalculationof certainlength(e.g.,[9]), this
however will still allow a gapof theflooding time in re-
vealingthesecret.Anotheroptionis to haveoutsideentity
(satellite)broadcastingapublickey with promiseto reveal
theprivatekey in �� time units (where �! is larger than
thebroadcastpropagationtime).

A satellitetransmitsapublickey "#��� andaprivatekey
"%$ � every �� time units (we note that it is possibleto
have finer time granularity, we use �� for simplifying the
presentation)."#��� is usedto encryptsecrets,sentin time
 �� and "&$'� for decryptingsecretsencrypted(at time  ��)(+* )
with "#���)(+* . Assumethat a sensor� wantsto initiate a
synchronizedactivation, at time  �-,.* , it encryptsthe se-
cretusing "&�/� , throwsawaytheoriginalsecretandfloods
thesystem(or useslocal flooding),with its encryptedse-
cret.At time  ��-,.* , all thesensorshadreceivedthatsecret,
andreceivedtheprivatekey "&$'�-,.* . Thusthesensorscan
decryptthe secretand executethe decryptedcommand.
Moredetailscanbefoundin [4].
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