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Abstract— This work considers communication among
sensorsthat are spreadin a geographicregion. Each sen-
sor is a computing device with severeresourceslimitations,
low power, slow processingand small memory. The de-
vicesare distrib uted (uniformly) in the geographicregion.
In this work we presentself-stabilizing broadcast,flooding
and senseof dir ection proceduresthat fit the specialcharac-
teristics of the system. Imaginary polygonstilings are pre-
sentedas a general schemefor supporting communication
in sensornetworks. The broadcastproceduresare usedby
a sensorfor distrib uting secretsthat activate the sensorssi-
multaneouslyat a particular time without revealingthe na-
tur e of the upcoming activity.

I. INTRODUCTION

Thereis agreatinterestandattentionof industryandre-
searclcommunitiesn thecapabilitiesof smallcomputing
devices, calledsensos, that usewirelesscommunication
amongthemseles[1], [7]. Theapplicationdor suchde-
vicesin creatinga globalcomputingernvironment[6] may
changeour view on computersandcomputing.

The new specialsettingsof suchsystemsequirecare-
ful examination,and rethinking concerningthe method-
ologiesandtechnologiesusedfor coordination. Enegy
limitation is aconcernn sensonetworks. Messagédrans-
missionis much more expensve, in enegy terms,than
messageeceving. Moreover, enegy requiredfor trans-
missioncan grov more than quadraticallywith the dis-
tanceimposinglocality of transmissiori8]. One would
liketo broadcasamessaghile ensuringhatmostofthe
sensos will not haveto transmitmessges In asensea
backboneof the network shouldbe constructedsuchthat
local broadcastef someradiusr of thebackbonesensors
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will ensureglobal coverageof the geographicregion in
which the sensorsarelocated. The geographiccoverage
requirementis a consequencef the possibility for hav-
ing passie sensorghat only receive messagegperhaps
in a modeusedto hanest more enegy) suchthat other
sensorsare not aware of their existence. Moreover, the
backbonemay not be a fixed back-boneput could be an
ad-hocdefinedback-bonefor eachparticularbroadcast.
Theexistenceof severalback-bonesspannedy different
setof representate sensorsdistributesthe enegy usage
in abalancedashionamongthe sensors.

We presenseveralschemesasednimaginary(or vir-
tual) partitionof the planeinto (all possible)egularpoly-
gons: triangles, squaresand hexagons;we call this an
imaginarytiling becaus@&o permanentiling or clustering
of the sensorsgs established.Eachpolygonin the tiling
hasa representate sensowho is responsiblefor local-
broadcastinghe messageo all the sensorsn its polygon
region, therepresentate canbeelectedaccordingto dif-
ferentparametersuchas,its relative locationin the poly-
gon, the maximumavailable power, the minimum trans-
mitting enegy, etc. The polygonsrepresentates form
the ad-hocback-bonethey arethe only transmittingsen-
sorsof a broadcast/floodwhile all the othersarerecev-
ing. Theschemeabstractshespecifictransmissiomadius
of the devices, by allowing the lengthof a polygonedge
to beaparameter

Our broadcastschemesare extendedto the casein
which the sensorsare not uniformly distributed. We use
polygonalfloodingin orderto copewith emptyor hardly
populatedareas.The polygonalflooding requires(an ad-
ditional constantfactor) more transmissionsnd storage
of arriving messagesn the sensorsmemory Thenwe
turn to the casesin which only portionsof the network
shouldbe notified by presentingpolygonallocal broad-
castandpolygonallocal flooding. We shawv thatit is pos-
sibleto sendamessag#o a particulargeographiacelatve
location. The combinationof polygonalsendand polyg-
onallocal broadcast/floodingnablesa remotebroadcast
to a particularregion. We alsodemonstratéhe way the
imaginarytiling canbe usedto provide sensef direction.



Senseof directionis usefulin mary applications;for in-
stancesensorgoulddirectanaudienceo building exits.
Our senseof direction schemesare basedon polygonal
(backboneflooding.

At lastwe examinea specificapplicationof the polyg-
onal broadcast/floodingchemes.Namely we studythe
casein which aninitiator would like to activate the sen-
sorssimultaneoushandsecurely An adwersarythatcan
obsere the entire actiity of every sensorincluding the
initiator (see,e.qg.,[3] for similar settings),immediately
aftertheinitiator startsthe broadcasanduntil thesensors
areactuallyactivated. In otherwords,we would like the
sensorgiot to know whatis thecommandor if thereis a
commancdhtall) in thearriving message.

To achiere the abore we proposeto usepuzzlesin the
form of public key, transmittedby a satellite,usedby the
initiator to encryptthe command(the commanddecided
uponsensing-ana@nt/usereqed, is immediatelyelim-
inatedfrom the initiator memory). Thenthe commands
broadcastwith the time the puzzlewill be solved by the
satellite. The commands decryptedandexecutedsimul-
taneouslysucceedingo copewith the inherentinforma-
tion flood initiator-recevvers delay Our sensoractivation
schemesisesunidirectionalcommunicatiorfrom a satel-
lite. Thesensorgarenot capableof transmittingmessages
to the satellite,thereforethe satellitesernesasa oneway
oraclethatsuppliespuzzlesandlaterthe solutions.In ad-
dition, we allow the commandtself to be encryptedby a
(time) puzzle,in away thata predefinegeriodof compu-
tationtime will berequiredby the sensorgor decryption.
In thisway the end-to-endielaywill beeliminatedby the
first (unidirectionalsatellite) scheme while the flexibil-
ity in actvationtime will betunedandcontrolledby the
(sensothatis the) commandnitiator.

Related work and our contribution: We are the first
to present(imaginary) polygonal broadcast,where no
(global)locationinformationis a must. Thereareseveral
broadcastfloodingandmessagé&ansmissiorschemesgor
sensometworkse.g.,[1], [2], [7], [12]. Most schemesire
basednflood, andthereforerequirethatmostof thesen-
sorsor evenall of the sensorawill actively participatein
sendingmessagesyhich in turn usesa large amountof
enegy for eachbroadcast/flood.

Sensef directionin communicatiometworksis anim-
portantparadigmthat is extensvely studied(e.g., [10]).
We shav ways to achieve this importanttaskin sensor
networksusingtheimaginarytiling.

Self-stabilization [5], using time initializing where
timersresetflagsandthusinitiate the systemjs suggested

to malke the systemfault tolerant. Roughlyspeaking the
sensorghangestateto aninitial statefollowing a prede-
finedperiodof timein which no (communicationpctivity

is detected.Thus,the systemreaches predefinednitial

global statein which new (communicationjactvities are
handledcorrectly In thecaseonewould like afixed(i.g.,

sensef direction)outputa floating (direction)outputcan
berewritten aftereachrepeateccomputation(see[5] sec-
tion 2.8). Thus, from every (possibly corrupted)initial

configurationthe systemeventuallyrecomputehe (direc-
tion) output and every subsequenceomputationresults
with the sameoutput, thereforethe outputis eventually
fixedandcorrect.

Thereare several criteriato choosethe specifictiling,
the overheadhe of transmissionthe efficiency of thein-
polygonbroadcasfis it similarto acircle), theway broad-
castpropagategsayin relationto a breadthfirst search
broadcast)andthenext hopcoordinategalculationsOur
study shavs that hexagonsand squarediling are better
thantrianglestiling for mary of the above aspectsHier-
archicalimaginarypolygonaltiling structureis naturally
defined tuningthetransmissiomadiususinganapproach
similar to the oneusedfor topolayy control. Finally, we
notethat our schemeganbe easily extendedto the case
of threedimensionsnsteadof atwo dimensionplane.

1. POLYGONAL BROADCAST AND FLOODING

We proposeschemesor broadcastingnformation. We
try to minimize the transport overheaddefined by the
numberof bits usedto implementa headeof the polygo-
nal transportlayer. The polygonaltransportlayer is de-
finedby meansf polygonsratherthansensorswhile the
datalink concerndnclude communicatiorbetweenpar
ticular (possibly polygon representaies) sensors. We
presentseveral examplesin the sequelthat clarify the
transporboverheachotion.

The initiator location definesthe centerof a regular
polygonsuchastriangle,squareor hexagon. The imag-
inary tiling is theninferred from the initiator’'s polygon
(and the arbitrary orientation of the initiator's polygon
chosenby the initiator). The initiator doesnot needto
calculatethe coordinate®f thetiling; it only needgo use
somecorvention amongsensorsconcerningthe type of
polygonusedandthelengthof the polygons edge.In our
schemesheinitiator sendghemessagéo arepresentate
of neighboringpolygons(to simplify the presentatiornwe
supposea sensoris at the centerof eachpolygon, how-
everin implementatiora sensorelsavherein the polygon
simulatesthe actionsof the center). The (relatve) direc-
tion from which a broadcasarrives and additionalbit(s)



of broadcasinformation control the behaior at the re-
ceving polygon.Formally:

Definitionll.1: A polygonalbroadcastschemeS is a
tuple (7,Z, F), whereZ is the algorithm of the initia-
tor that specifiesto the broadcasinitiator how to initi-
atea broadcastmeaning,to which neighboringpolygon
it shouldsendmessagesind what shouldbe the broad-
castbit(s) (transportoverhead)attachedo eachof these
messagesF specifiego eachsensohow to forwardare-
ceived messageaccordingto the broadcasbit(s) attached
to it, meaning,to which neighboringpolygonsit should
forwardthemessagandwhatarethe broadcasbit(s) that
shouldbe attachedo thatmessagén orderto reacheach
polygonrepresentate exactly once.

Notethatthe broadcasschemeconsidergheinforma-
tion (data)thatshouldbebroadcasasablack-boxthatac-
companiegachmessagéhatis sent(andhencereceved)
by a sensor(thus, the additionalbits canbe viewed asa
polygonaltransportayerheadef11]).

Onepotentialapplicationof a broadcasts to establish
global orientation establisha coordinatesystemor carry
local informationto correctcoordinatevalues.

Thebroadcasschemegpresentedn Figuresl, 2,3 and
4 minimize the numberof transmittingsensorsand the
transportoverheaddefinedby the numberof bits used
to implementa headerof the polygonaltransportlayer
(definedby meansof polygonsratherthan sensors).In
the caseof squareor hexagontiling, only onebit trans-
port overheads requiredfor implementingthe broadcast
schemetwo bits arerequiredin the caseof triangletiling.

In caseof irregular distribution a flood is used,Figure
5 demonstrates flood in a squaretiling. More details,
includingimpossibilityresultsfor moreefficientschemes,
canbefoundin [4].
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Fig.1. One-bitbroadcasschemdor squardiling

IlI. SENSE OF DIRECTION

Senseof directionto severallocationscanbe achieved
by flooding the systemasproposedn Sectionll leaving
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Fig.2. One-bitbroadcasschemdor hexagontiling
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Fig. 3. Two-bitsbroadcasschemdor trianglestiling

o)
O
10

! NS

01 10

l></11 '

Improved broadcasschemdor trianglestiling
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Fig. 4.

apointerto the directionin which thefirst flood message
arrivedto every polygon. It canbe usefulfor dataqueries
[2]. A queryinitiator floodsthe systenwith aqueryanda
sensowho hasdatarelevantto thatquery sendst along
the pathto thefloodinitiator onthefastespathdefinedby
theflood-tree.

Anotherapplicationbasedn senseof directionis find-
ing a pathto the nearesemepgeng exit in caseof fire (or
ary otheremegeng event). In thatcase we assumehat
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Fig.5. Nondeterministidlood for squaretiling

thefastespathfrom eachsensoto ary emegengy exit e;

definesshortes{minimal distance)pathto thatexit. This
applicationrequiresevery flood messageo be uniquely
identified, so that every sensomwould be ableto identify
flood message®om differentemepgeny exits.

An emepgeny exit sensors,,, representingan emer
geny exit e; initiatesaflood, theindependentiood-trees
aremaintainedoy differentpointersz; eachpointsto the
directionin which thefirst flood messagénitiated by s,
arrived. Note thatfloodsfrom differentexits may startat
differenttimes,thuswe proposeo usethetime difference
betweenthe flood initialization andthe flood arrival asa
criteriafor choosingthe directionto the closestexit. A;
denoteghetime it took the flood messagéo arrive since

it wassentby theflood initiator s.,. Theflood messages

carriestheflood initialization time (or theamountof time
elapsedsincethe flood initialization), thus every sensor
recordsthe shortestime requiredto reacheachexit, later
arriving messageom this exit areeliminatedasdefined
by the flood schemes. Note that we assumethat there
exists an averagetime for forwardinga messagdrom a
polygonto its neighbor andthe variancein the transmis-
siontime (say dueto retransmissionss canceledalong
the messageath. The pathfrom sensors; to the near
estemegeny exit is definedby the pointersr; with the
minimal A; value. We notethat the time decreasem a
traversal definedby the «; of the sensorsand thus the
closestexit is reached.

V. SECRET MATURITY AND SENSOR ACTIVATION

Oneof themainissuesn sensonetworksis the(simul-
taneoushctivation of the sensors We proposea scheme
that activatesthe sensolin a secureway. The mainidea

is to flood the systemwith triggering information (en-
crypted)anduseclock synchronizatioror satellitesignal
to activate the sensors.Secretmaturity can be achieved
by enforcingcalculationof certainlength (e.g.,[9]), this
however will still allow a gapof the floodingtime in re-
vealingthesecret Anotheroptionis to have outsideentity
(satellite)broadcasting publickey with promiseto reveal
the privatekey in At time units (whereAt is largerthan
thebroadcaspropagatiortime).

A satellitetransmitsa publickey Ke; anda privatekey
Kd; every At time units (we notethat it is possibleto
have finer time granularity we useAt for simplifying the
presentation) K e; is usedto encryptsecretssentin time
t; and K d; for decryptingsecretencryptedattimet;_1)
with Ke;_;. Assumethat a sensors wantsto initiate a
synchronizedhctiation, at time ¢;,1, it encryptsthe se-
cretusingKe;, throws away the original secretandfloods
the system(or usedlocal flooding), with its encryptedse-
cret. At timet; 1, all thesensordadrecevedthatsecret,
andrecevedtheprivatekey Kd; 1. Thusthesensorgan
decryptthe secretand executethe decryptedcommand.
More detailscanbefoundin [4].
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